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The Comununications Security
Establishment of the Governmani
of Canada

The Mational Inatitute of Slandards
and Technoiogy of the Umnted States
of Ammerics

Cerificate No. 207

The Naticnal Institute of Standards and Technolegy. as the United States FIPS 140-1 Cryptographic Module Validation Authonty;
and the Communications Secunty Establishment. as the Canadian FIPS 1401 Cryplographic Module Validation Authonty, hareby
vahdate the FIPS 140-1 testing resuits of the Cryptographic Modue igentfied as:

Key Management Facility Crypto Card (KMF CC) by Motorola
{When operated in FIPS mode)

in accordance with the Denwved Test Hequiremants tor FIPS 140-1, Secunty Hequirements for Cryplograptie Modules. FiPS 14041
specilies the secunty requirements that are 1o be satsfied by a cryptographc module uthized within a security system protecting
Sensitive But Unclassified information {United States) or Designated nformaton (Canada) withr computer and communications
systems (including voice systems).

Products which use the anove idantified cryptograpric module may be labeled as complying with the requirements of #IPS 14041
50 long as the product, throughou! its life gycle, continues 1o use the vakdaled version of the cryplograpbic module as specitied
n this certficate. The valdation report contains agdibional details conceming test results. No rehability test has been performed
ang no warranty of the products by both agencies 15 edher expressed or implied,

This cerificate includes details on the scope of conformance and validation authonty signatures on the reverse.
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FIPS 140-1 provides lour increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. Thase leveis are ntended to cover
ihe wide range and potential applications and environments in which cryptographic modules may be employed. The security requiremaents
cover eleven areas related to tha secure design and implementation of a cryptographic module. The scope of conformance achieved by the
cryptographic modules as tested in the product identitied as:

Key Management Facility Crypto Card (KMF CC) by Motorola
(Hardware, Issue O; Software, Version RO1,06; Hardware)

and tested by the Cryplographic Module Testing accredited laboratory; _#nfoGard Laboratories, NVLAP LAB CODE 100432-0

s as lollows:

Cryptograph: Module Design: Level 1 Module Interfacas: Lavel 1

Rolas and Searvices: Level 1 Finite State Machina Modal: Lavel 1

Physical Security: Level 1 Software Secunty; Level 3
{Mudti-chip Embsded)

EMI{ EMC: Level 3 Self Tasts. Level 1

Key Management: Level 1

Operating System Secunty Level /A 15 met when used in the lollowing configurationis): NUA

The following FIPS approved Cryptographsc Algorithms are used: DES (Cert, #151); Triple-DES (Cert, #82)

The Cryptographic module also contains the following non-FIPS approved aigonthms DES-XL; DVEXL; DVP-XL:HCA

End user queries conceming the non-FIPS appraved algorithms may be directed to thair respective Cryptographic Module Validation Authonty
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